New Jersey’s Domestic Security Preparedness Task Force’s 

Chemical Best Practices Standards – Are You Covered?

By Arthur J. Clarke, Esq.

Since September 11, 2001, the security of the chemical and petroleum industries has been in the cross hairs of anti-terrorist regulators.  For reasons that are perhaps obvious, these industry sectors are viewed as inherently dangerous and susceptible to terrorism.   While it’s generally considered prudent to secure these industries from a potential attack, attempts to regulate the security of the nation’s chemical and petroleum businesses at the Federal level have been largely unsuccessful, leaving the States with the task of securing the chemical and petroleum industries located in their borders from the risk of terrorism.  

New Jersey is one of a handful of States that has taken this task head-on.  In late 2005, New Jersey adopted its “Best Practices Standards At TCPA/DPCC Chemical Sector Facilities” (hereinafter the “Best Practice Standards”).  These standards directly address the prospect of a “terrorist” attack on a chemical facility by requiring chemical and petroleum manufacturers to assess the “vulnerabilities” of a facility that might be exploited by potential terrorists.  Once this assessment is made, the facilities must develop a plan that minimizes the risk of terrorist attack.  Further, not only must there be a plan to prevent an attack, the standards require planning for the aftermath of an attack and how the facilities would go about mitigating the impacts.  Although New Jersey’s approach to securing chemical facilities from terrorist attack is aggressive, and most say, warranted, the manner in which the requirements became law is unique.

Applicability

The Best Practices Standards are applicable to facilities “that are identified by” certain SIC and North American Classification Identification System numbers.  The following SIC/NAICS numbers are covered:  SIC major groups:  28 (chemical and allied products), 30 (rubber and miscellaneous plastic products), 5169 (chemicals and allied products, not elsewhere classified), or the corresponding NAICS codes 325, 326 and 424690.  Furthermore, even if a facility falls within the applicable SIC/NAICS number, the applicability of the Best Practices Standard is limited to facilities that are subject to the Toxic Catastrophe Prevention Act, N.J.S.A. 13:1K-19 et seq. (“TCPA”) or the Discharge Prevention and Containment and Countermeasure (“DPCC”) program, a program administered under the Spill Compensation and Control Act, N.J.S.A 58:10-23-11(a) et seq. ("Spill Act").  
 These facilities are defined as Chemical Sector facilities.

Requirements

If applicable to a facility, the Best Practices Standards require compliance with a number of security provisions within 120 days of the effective date.  This means that by the middle of March 2006, facilities must “develop and provide access to New Jersey Department of Environmental Protection (“NJDEP”) an assessment of facility vulnerabilities and hazards that might be exploited the by potential terrorists.”  These assessments and plans must be prepared by a qualified security expert in accordance with a methodology approved by the American Institute of Chemical Engineers Center of Process Safety.  The vulnerability assessment must consider access and security provisions on the facility grounds, existing or needed security measures outside the perimeter of the facility that would reduce the vulnerability of the facility to an attack, employee and contractor background checks, cyber-security, and storage and processing of potentially hazardous materials.  

Moreover, within the same 120-day timeframe, facilities must develop a prevention, preparedness, and response plan that implements the Best Practice Standards, and other measures designed to minimize the risk of terrorist attack and mitigate the effects of any attack if one does take place.  This plan must review all measures implemented at a facility and provide the status/schedule of such measures if not yet implemented.  Issues identified by employees and their collective bargaining representatives shall also be addressed by the plan.

Facilities subject to the TCPA must go the added step of assessing whether an Inherently Safer Technology (“IST”) can be implemented to reduce vulnerability.  ISTs would address the threats from extraordinarily hazardous substances (“EHS”) and look at ways to reduce the amount of EHS by substituting other less-hazardous materials.  The review may also include looking at the design of process equipment to reduce the potential for failure and human error.  A process safety expert must perform this type of review.  The plans must be maintained on site for potential review by inspectors.

Reporting

There are two substantial reporting obligations required by the Best Practice Standards.  First, whenever a facility receives a citation from either State or Federal occupational safety and health inspectors, that citation must be sent to NJDEP within three (3) days of receipt.  In addition, if there is a “Breach of Security”, facilities must report the breach to the local law enforcement agency, the Office of Counter Terrorism (“OCT”) and the New Jersey State Police, within 15 minutes of learning of the event.  Within 24 hours of learning of the event, the facility must report it to NJDEP.   A “Breach of Security” is defined as any incident whereby unauthorized persons gain access to the facility or when other security measures are breached.  The Task Force shall be responsible for monitoring and inspecting the facilities to assure compliance with these standards.

Administrative Procedures

The manner in which the Best Practices Standards came into being is interesting to say the least.  The Standards were adopted by the State of New Jersey Domestic Security Preparedness Task Force (“Task Force”) under the authority of the Domestic Security Preparedness Act, N.J.S.A. App. A:9-64 et seq.  The Task Force is made up of the heads of a number of State agencies including: the Attorney General; the Superintendent of State Police; the Adjutant General of Military and Veterans Affairs; the Commissioner of Transportation; the Commissioner of Community Affairs; the State Treasurer of the Department of the Treasury; the Secretary of the Department of Agriculture; the President of the Board of Public Utilities; the Director of the Office of Information Technology; the Director of the Office of Counter-Terrorism; the Commissioner of Health and Senior Services; the Commissioner of Human Services; the Commissioner of Labor and Workforce Development; the Coordinator of the Office of Recovery and Victim Assistance; and three public members appointed by the Governor with the advice and consent of the Senate.  One of the public members must have a background or experience in chemical or biological agents used in acts of terrorism.

Under the Act, the Task Force has a mandate to “provide statewide coordination and supervision of all activities related to domestic preparedness for a terrorist attack or any other technological disaster.”  The Task Force is to perform this mandate by “ensuring there is a comprehensive program of domestic preparedness to deter, prepare for, respond to, and recover from incident of terrorism; or any other technological disaster.”  The Task Force is authorized by statute to adopt domestic security and preparedness standards, guidelines and protocols after review by the Infrastructure Advisory Committee (“IAC”) and approval by the Governor. 

In adopting such standards, guidelines and protocols, however, the Task Force is not bound by the requirements of the “Administrative Procedure Act.”  See N.J.S.A. App.A:9-69.  Instead, the adoption is reviewed by the IAC, established pursuant to section 7 of the Domestic Security Preparedness Act, and approved  by Governor.  Thus, the Task Force is free to adopt standards without legislative or regulatory intervention and without the need to offer them for public notice or comment.  

Even though the NJDEP does not have a specific role in adopting the standards, it does have a role in seeing that the standards are issued and enforced.  It is the designated agency to serve as liaison to the Chemical Sector of the IAC, and has the responsibility to enforce the requirements of the Best Practices Standards, although the precise enforcement authority issued to NJDEP is unclear.
  The Standards are effective as of November 21, 2005, the date they were signed by Attorney General Peter Harvey as Chairman of the Task Force and NJDEP Commissioner Bradley Campbell as Liaison to the Chemical Sector.  Acting Governor Richard Codey subsequently issued a press release announcing the adoption of the standards on November 29, 2005.  This is virtually the only “public” notice the regulated community received of the adoption.

Conclusion

New Jersey has implemented the Best Practices Standards in an attempt to prevent, counter and contain terrorist activities at the State’s Chemical facilities.  By the middle of March 2006, all “Chemical Sector Facilities” must assess their “vulnerabilities” to terrorism, develop a plan to minimize the risk of terrorist attack, and mitigate the potential effects of an attack.  In order to comply with these new standards, a facility should determine the applicability of the new procedures to a particular facility.  If the standards are applicable, the facility should hire a qualified security expert to perform an assessment of the facility’s vulnerabilities and prepare a plan to address those vulnerabilities.  Once completed, the facility should prepare itself for a potential inspection by State regulators who are in charge of enforcing the new standards.  Lastly, the facility should be prepared to report “Security Breaches” and health and safety violations to the appropriate State agency.  Because the public notice provisions associated with the Administrative Procedures Act have been suspended for these standards, many facilities are only now learning about these requirements and the March deadline.  Therefore, many facilities may need an extension from the State in order to fully comply by the deadline.
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�  “Chemical Sector facilit[ies]” are defined as those facilities that “[A]re subject to the provisions of the Toxic Catastrophe Prevention Act, N.J.S.A. 13:1K-19 et seq. or subject to the provisions of the Discharge Prevention, Containment and Countermeasure Program (“DPCC”) that are identified by any of the following Standard Industrial Classification (SIC) major groups:  28 (chemical and allied products), 30 (rubber and miscellaneous plastic products), 5169 (chemicals and allied products, not elsewhere classified), or the corresponding North American Classification Identification System (“NAICS”) codes (325, 326 and 424690).  Id. (emphasis supplied).





� N.J.S.A. App.A:9-73 provides that “Whenever it appears to the task force that a person knowingly has refused or failed to comply with applicable domestic security preparedness standards or furnish information required by this act, the Attorney General may institute an action or proceeding in the Superior Court for equitable and other relief, which the court shall order if necessary to preserve, protect or sustain the public safety or well-being.  That relief may include assessment for the costs of any investigation, inspection, or monitoring and for the reasonable costs of preparing and litigating a case brought pursuant to this section.”
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